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Abstract

The advancement of quantum computers and quantum algorithms poses a threat to traditional
cryptographic systems. Consequently, Quantum Key Distribution (QKD) technology, which ensures
secure communications by leveraging the principles of quantum physics, is gaining attention for
securing network communications. However, the generated cryptographic keys in QKD systems are
limited in usage and cannot be reused, necessitating efficient key management. In this paper, we
propose an optimization technique for QKD key generation and allocation by combining Graph
Attention Networks (GAT) and Long Short-Term Memory (LSTM) with Deep Reinforcement Learning
(DRL). This approach aims to minimize session block occurrences in QKD networks. Furthermore,
we demonstrate through comparative evaluation that this method manages key resources more
effectively and reduces blocking occurrences more efficiently than the greedy algorithm.
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